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SHIP-BOARDING: AN EFFECTIVE MEASURE AGAINST TERRORISM AND WMD PROLIFERATION?

A summary of the discussion of the International Law Discussion Group at Chatham House, held on 24 November 2005

Participants included lawyers, academics, and representatives of government departments.  The meeting was held under the Chatham House rule.  This summary is issued on the understanding that if any extract is used, Chatham House should be credited, preferably with the date of the meeting.

The discussion centred on relevant bilateral ship-boarding agreements; the recently adopted amendments to the 1988 Convention for the Suppression of Unlawful Acts Against the Safety of Maritime Navigation (SUA Convention), as set out in the 2005 Protocol to the SUA Convention (2005 Protocol); and practice-related issues.
Background
By way of introduction, a participant noted that since 9/11 the interdiction of ships at sea has been high on the security agenda especially of the US.  The ease with which terrorist and WMD materials could be hidden among the billions of tonnes of legitimate goods shipped around the globe every day, the dangers posed by the targeting of maritime traffic by terrorists, and “sailing bombs” are of concern.
It was not clear that international law provided an adequate framework to address such dangers, especially not on the high seas and in coastal states’ exclusive economic zones.  The existing regime included the 1982 UN Convention on the Law of the Sea, the Caroline self-defence principles,
 and the Proliferation Security Initiative
 (PSI), which is not of course a legally binding process.  
Ship-boarding agreements and the 2005 Protocol: some characteristics

Two US responses to the terrorism and proliferation dangers and the shortcomings of international law were highlighted.  Bilateral ship-boarding agreements are modelled on earlier such agreements, including anti-drug trafficking ones.  They usually entail the flag state in certain circumstances consenting to a request by another state to board and search a ship ‘of proliferation concern’ on the high seas, a zone in which international law accords very few rights to non-flag states.  They usually include a provision to the effect that a flag state not responding to a boarding request within a number of hours is deemed to have given consent to the boarding.

A participant noted that ships flagged by the 10 largest flag states (by tonnage) carried about 70% of goods.  The US has approached a number of important flag states with the aim to conclude bilateral agreements.  Since 2001, it has concluded such agreements with Liberia (the second largest flag state), Panama (important because of the percentage of goods passing through the Panama Canal), Cyprus, Belize, Croatia and the Marshall Islands.  Shipping of the PSI states and the six states mentioned covered about 60% of goods.  It was noted that of the core PSI states, only the US has sought to conclude bilateral agreements.

The second US response concerns the extension of the SUA Convention.  Following 9/11, the US proposed that the Convention, and in particular the provisions on the listed offences (art 3), be extended to counter the threats of terrorism and WMD proliferation.  Its proposals included permitting the boarding of ships on the high seas.  Following more than three years of sometimes difficult negotiations in the framework of the International Maritime Organisation (IMO), the 2005 Protocol amending the SUA Convention was adopted on 15 October 2005.  The Protocol does not contain a definition of terrorism.  The terrorist-purposes provision of the 2005 Protocol (eg new art 3bis(1)(a) of the SUA Convention) is based on the definition found in the 1999 International Convention for the Suppression of the Financing of Terrorism.

The 2005 Protocol adds a number of new offences to those in the existing SUA Convention.  The sloppy drafting of the important new article 8bis of the SUA Convention was highlighted,
 as was the failure of the US to secure an agreement that a flag state would automatically be deemed to have authorised a boarding where the flag state fails to respond to a requesting state’s request to board within a certain number of hours.  The US had to settle for an alternative arrangement (set out in new art 8bis(5)(d) and (e) of the SUA Convention), whereby a state joining the 2005 Protocol may give notice to the IMO Secretary-General that in future a requesting state may board and perform certain other activities on ships flying the flag of the former without the latter having to seek such authorisation on a case-by-case basis.  Recalling the US’ efforts to secure bilateral agreements protecting its personnel from the exercise of jurisdiction by the International Criminal Court, a participant mentioned that it may be expected that the US similarly would launch diplomatic initiatives to ensure that states joining the 2005 Protocol serve such notifications under article 8bis(5)(d) and (e).

It was also noted that the new article 3ter of the SUA Convention considerably broadens the scope of conduct relevant to the SUA Convention offences by including certain conduct relating to nine other treaties (including the 1970 Convention for the Suppression of Unlawful Seizure of Aircraft, the 1971 Convention for the Suppression of Unlawful Acts against the Safety of Civil Aviation and the 1999 International Convention for the Suppression of the Financing of Terrorism) within the ambit of the SUA Convention.

Ship-boarding agreements and the 2005 Protocol: some problems and uncertainties
Participants highlighted a number of general problems with and uncertainties concerning bilateral agreements and the 2005 Protocol.  With respect to the former (1) they are bilateral in nature, and number only a handful; (2) they usually provide that the requesting state which has seized and detained a ship may not have the ship and goods forfeited to it or prosecute the persons on board the ship without the permission of the flag state; (3) they usually do not deal with the responsibility for damages of a mistaken or unlawful boarding; and (4) a suspect crew could easily discard any suspect goods during the two to four hours that a requesting state normally has to wait for boarding permission from the flag state.
A participant was of the view that there were the following problems with the 2005 Protocol. (1) The Protocol should enter into force relatively quickly  but when it does, it will bind only states that have become parties.  States of proliferation concern, including states not party to treaties like the 1968 Treaty on the Non-Proliferation of Nuclear Weapons (NPT), will not join the Protocol.  During the negotiations on the 2005 Protocol, states like India, Pakistan and Israel made clear their opposition to aspects of the Protocol, including the provision (new art 2bis of SUA Convention) which in effect gives the recognised nuclear-weapon states a privileged status vis-à-vis other states.
(2) There is no obligation on a state party to the 2005 Protocol to grant another state party the authority to board and search a ship flying its flag (new art 8bis (5) of SUA Convention).  
(3) No provision is made for the timeframe within which the nationality of a ship is to be confirmed (the first step of the boarding-request procedure, provided for in art 8bis(5)).
(4) The phrase “person acting unlawfully and intentionally”, for example found in articles 3 to 3quater of the SUA Convention, all of which concern the offences under the Convention, is problematic.  Does ‘unlawfulness’ have to be determined with reference to international or national law?  The intent requirement sets a high and difficult bar to overcome.  
(5) The 2005 Protocol definitions do not adequately address the potential problems stemming from dual-use goods.  (The “nature and context” phraseology of the new article 3bis(1) of the SUA Convention was referred to as unhelpful in determining whether dual-use goods found on board a ship point to an offence under the Convention.)  The definition in UN Security Council resolution 1540 is also not a workable definition.
  (A participant pointed out that a number of states during the negotiation of the 2005 Protocol sought to avoid any references to the said resolution beyond the one included in the preamble to the Protocol.)
(6) There appeared to be a problem with regard to the existence of prescriptive jurisdiction. Once boarding has taken place is there sufficient power to arrest and try suspected criminals? The  2005 Protocol provides for the granting of authorisation by a flag state to a requesting state to board and search a ship, including the persons and goods on board.  It also provides that a flag state may authorise the boarding state to exercise powers of or in relation to arrest, detention, forfeiture and prosecution (see eg new arts 8bis(6)-(8) of SUA Convention). However, the authorising state may grant such extended powers only to “another State having jurisdiction under article 6” of the Convention,
 but article 6 does not give very wide jursidictional powers. In particular it does not give powers to exercise  jurisdiction in respect of persons arrested in the high seas where there is no other ground of jurisdiction. A participant confirmed that the Royal Navy would not at present have powers of law enforcement in respect of such persons. In the Caribbean for example where a web of bilateral and multilateral agreements involving the US and the UK form the basis of effective anti-drug trafficking operations, the Royal Navy always acts in cooperation with US law-enforcement agents. The US did not have any lack of law enforcement powers.  A participant raised the question whether Security Council resolution 1540(2004) could be interpreted to accord universal jurisdiction to states in respect of law enforcement in this area; another participant doubted that the resolution could be so interpreted.  
Practice-related matters
A participant noted that while the development of an international law framework and an international consensus on ship-boarding were important, particular incidents of unlawful boarding were unlikely to lead to a major conflict.  Further, until at least 2004  the US naval authorities generally considered the permission of a ship’s master to be the only requirement for boarding ships flying another state’s flag, though the main view of the Pentagon now is that the flag state’s consent is required.

The participant pointed out that the experience of NATO maritime forces during Operation Active Endeavour in the eastern Mediterranean had been that while ship-boarding had once been effective, the focus now was on the need for relevant and usable data and intelligence on who transports or will be transporting what by sea. In practice ship-boarding issues were dominated not by questions about legality but by the availability of such information which could well be open source.  It was impossible to stop and search all ships and their cargo.  

In practice states are loathe to pool, collate and share such data and intelligence (and their analysis); public information on, for example, the movement of ships may be useful not only to states, but also to terrorists.  The International Ship and Port Facility Security Code (ISPS Code), which came into force in 2004, was mentioned as facilitating maritime-security oprations, though the drawbacks of the code were also highlighted.  A participant noted that insurers like Lloyd’s of London often have more relevant data than intelligence and law-enforcement agencies, and that the agencies and insurers have to find a basis for cooperation. 
� On the Caroline criteria see eg p 5 of the Chatham House working paper (IL WP 05/01), “Principles of International Law on the Use of Force by States in Self-Defence” (Elizabeth Wilmshurst, Oct 2005), available at http://www.chathamhouse.org.uk/pdf/research/il/ILPForce.doc.


� See the summary of the discussion of the International Law Discussion Group at Chatham House on 24 February 2005, on PSI.  It is available at http://www.chathamhouse.org.uk/pdf/research/il/ILP250205.pdf.


� It in relevant part reads: “(1) The States Parties shall co-operate to the fullest extent possible to prevent and suppress unlawful acts covered by this Convention, in conformity with international law, and shall respond to requests pursuant to this Article as expeditiously as possible. […] (4) A State Party that has reasonable grounds to suspect that an offence set forth in article 3, 3bis, 3ter or 3quater has been, is being or is about to be committed involving a ship flying its flag, may request the assistance of other States Parties in preventing or suppressing that offence.  The States Parties so requested shall use their best endeavours to render such assistance within the means available to them.  (5) Whenever law enforcement or other authorized officials of a State Party (“the requesting Party”) encounter a ship flying the flag or displaying marks of registry of another State Party (“the first Party”), located seaward of any State’s territorial sea, and the requesting Party has reasonable grounds to suspect that the ship or a person on board the ship has been, is or is about to be involved in the commission of an offence set forth in article 3, 3bis, 3ter or 3quater, and the requesting Party desires to board, (a) it shall request […] that the first Party confirm the claim of nationality, and (b) if nationality is confirmed, the requesting Party shall ask the first Party (hereinafter referred to as, “the flag State”) for authorization to board and to take appropriate measures with regard to that ship which may include stopping, boarding and searching the ship, its cargo and persons on board, and questioning the persons on board in order to determine if an offence set forth in article 3, 3bis, 3ter or 3quater has been, is being or is about to be committed, and (c) the flag State shall either: (i) authorize the requesting Party to board and to take appropriate measures set out in subparagraph 5(b), subject to any conditions it may impose in accordance with paragraph 7; or (ii) conduct the boarding and search with its own law enforcement or other officials; or (iii) conduct the boarding and search together with the requesting Party, subject to any conditions it may impose in accordance with paragraph 7; or (iv) decline to authorize a boarding and search. The requesting Party shall not board the ship or take measures set out in subparagraph 5(b) without the express authorization of the flag State.  (d) Upon or after depositing its instrument of ratification, acceptance, approval or accession, a State Party may notify the [IMO] Secretary-General that, with respect to ships flying its flag or displaying its mark of registry, the requesting Party is granted authorization to board and search the ship, its cargo and persons on board, and to question the persons on board in order to locate and examine documentation of its nationality and determine if an offence set forth in article 3, 3bis, 3ter or 3quater has been, is being or is about to be committed, if there is no response from the first Party within four hours of acknowledgement of receipt of a request to confirm nationality.  (e) Upon or after depositing its instrument of ratification, acceptance, approval or accession, a State Party may notify the Secretary-General that, with respect to ships flying its flag or displaying its mark of registry, the requesting Party is authorized to board and search a ship, its cargo and persons on board, and to question the persons on board in order to determine if an offence under article 3, 3bis, 3ter or 3quater has been, is being or is about to be committed.  The notifications made pursuant to this paragraph can be withdrawn at any time.  (6) When evidence of conduct described in article 3, 3bis, 3ter or 3quater is found as the result of any boarding conducted pursuant to this article, the flag State may authorize the requesting Party to detain the ship, cargo and persons on board pending receipt of disposition instructions from the flag State.  The requesting Party shall inform promptly the flag State of the results of a boarding, search, and detention conducted pursuant to this article.  The requesting Party shall also inform promptly the flag State of the discovery of evidence of illegal conduct that is not subject to this Convention.  (7) The flag State, consistent with the other provisions of this Convention, may subject its authorization under paragraph 5 or 6 to conditions, including obtaining additional information from the requesting Party, and conditions relating to responsibility for and the extent of measures to be taken.  No additional measures may be taken without the express authorization of the flag State, except when necessary to relieve imminent danger to the lives of persons or where those measures derive from relevant bilateral or multilateral agreements.  (8) For all boardings pursuant to this article, the flag State has the right to exercise jurisdiction over a detained ship, cargo or other items and persons on board, including seizure, forfeiture, arrest and prosecution.  However, the flag State may, subject to its constitution and laws, consent to the exercise of jurisdiction by another State having jurisdiction under article 6.  (9) When carrying out the authorized actions under this article, the use of force shall be avoided except when necessary to ensure the safety of its officials and persons on board, or where the officials are obstructed in the execution of the authorized actions.  Any use of force pursuant to this article shall not exceed the minimum degree of force which is necessary and reasonable in the circumstances.  (10) Safeguards: (a) Where a State Party takes measures against a ship in accordance with this article, it shall: (i) take due account of the need not to endanger the safety of life at sea; (ii) ensure that all persons on board are treated in a manner which preserves their basic human dignity, and in compliance with the applicable provisions of international law, including international law of human rights; (iii) ensure that a boarding and search pursuant to this article shall be conducted in accordance with applicable international law; (iv) take due account of the safety and security of the ship and its cargo; (v) take due account of the need not to prejudice the commercial or legal interests of the flag State; (vi) ensure, within available means, that any measure taken with regard to the ship or its cargo is environmentally sound under the circumstances; (vii) ensure that persons on board against whom proceedings may be commenced in connection with any of the offences set forth in article 3, 3bis, 3ter or 3quater  are afforded the protections of paragraph 2 of article 10, regardless of location; (viii) ensure that the master of a ship is advised of its intention to board, and is, or has been, afforded the opportunity to contact the ship’s owner and the flag State at the earliest opportunity; and (ix) take reasonable efforts to avoid a ship being unduly detained or delayed.  (b) Provided that authorization to board by a flag State shall not per se give rise to its liability, States Parties shall be liable for any damage, harm or loss attributable to them arising from measures taken pursuant to this article when: (i) the grounds for such measures prove to be unfounded, provided that the ship has not committed any act justifying the measures taken; or (ii) such measures are unlawful or exceed that reasonably required in light of available information to implement the provisions of this article.  States Parties shall provide effective recourse in respect of such damage, harm or loss.  (c) Where a State Party takes measures against a ship in accordance with this Convention, it shall take due account of the need not to interfere with or to affect: (i) the rights and obligations and the exercise of jurisdiction of coastal States in accordance with the international law of the sea; or (ii) the authority of the flag State to exercise jurisdiction and control in administrative, technical and social matters involving the ship.  (d) Any measure taken pursuant to this article shall be carried out by law enforcement or other authorized officials from warships or military aircraft, or from other ships or aircraft clearly marked and identifiable as being on government service and authorized to that effect and, notwithstanding articles 2 and 2bis, the provisions of this article shall apply.  (e) For the purposes of this article “law enforcement or other authorized officials” means uniformed or otherwise clearly identifiable members of law enforcement or other government authorities duly authorized by their government.  For the specific purpose of law enforcement under this Convention, law enforcement or other authorized officials shall provide appropriate government-issued identification documents for examination by the master of the ship upon boarding.  (11) This article does not apply to or limit boarding of ships, conducted by any State Party in accordance with international law, seaward of any State.s territorial sea, including boardings based upon the right of visit, the rendering of assistance to persons, ships and property in distress or peril, or an authorization from the flag State to take law enforcement or other action.  (12) States Parties are encouraged to develop standard operating procedures for joint operations pursuant to this article and consult, as appropriate, with other States Parties with a view to harmonizing such standard operating procedures for the conduct of operations.  (13) States Parties may conclude agreements or arrangements between them to facilitate law enforcement operations carried out in accordance with this article.  (14) Each State Party shall take appropriate measures to ensure that its law enforcement or other authorized officials, and law enforcement or other authorized officials of other States Parties acting on its behalf, are empowered to act pursuant to this article.  […]”


� For more on resolution 1540 see Chatham House briefing paper (BP 04/01), “Terrorism and Weapons of Mass Destruction: United Nations Security Council Resolution 1540” (Gabriël H Oosthuizen & Elizabeth Wilmshurst, Sept 2004), available at http://www.chathamhouse.org.uk/pdf/research/il/BP0904.pdf.


� As amended, it in relevant part reads: “(1) Each State Party shall take such measures as may be necessary to establish its jurisdiction over the offences set forth in article3, 3bis, 3ter and 3quater when the offence is committed: (a) against or on board a ship flying the flag of the State at the time the offence is committed; or (b) in the territory of that State, including its territorial sea; or (c) by a national of that State.  (2) A State Party may also establish its jurisdiction over any such offence when: (a) it is committed by a stateless person whose habitual residence is in that State; or (b) during its commission a national of that State is seized, threatened, injured or killed; or (c) it is committed in an attempt to compel that State to do or abstain from doing any act. […]”
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